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Keynote: Managing Cybersecurity Risk

Theresa Payton, former White House chief information officer, author

Fortalice® Solutions, LLC © 2016 All Rights Reserved. 

Break All the Rules to Be More Secure
Big Data, Behavior Analytics, OSINT & the Internet of Things 

#GoodGuysWillWin

Perspectives from a Former White House CIO
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Managing Cybersecurity Risk

#GoodGuysWillWin

Perspectives from a Former White House CIO

If you want to go fast, go alone.

AFRICAN PROVERB

If you want to go far, go together.

#StickTogether
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Image: President George W. Bush, Presidential Library
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Image:  Stocksnap, Christina Morillo

#LivePollQuestion

Image:  Stocksnap, Luis Llerena

Average # of Days Before a Breach is 
Detected:

(a) 96

(b) 211

(c) 416

(d) 131
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Line of Sight| POTUS and VP
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stocksnap.io image by Louis Magnotti

“Literally every piece of that plane has an 
internet connection, from the engines, to 

the flaps, to the landing gear.” 
– Virgin Atlantic IT Director, David Bulman
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IoT #BetterLife
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IoT #BetterLife

Savvy, classy, safer service…half a 
terabyte of data per plane, per flight.

Source:  “Internet of things examples: 12 best uses of IoT in the enterprise”, 
Computerworld UK, Christina Mercert, January 5, 2016. 
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The new neighborhood 
watch in the UK?

Source:  8 ways the Internet of things will change the way we live and work, Alec Scott, The Globe and Mail. 
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watch in the UK?

Source:  8 ways the Internet of things will change the way we live and work, Alec Scott, The Globe and Mail. 

IoT #SaferLife
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#PredictedMid2016

#Predictions2020

Misinformation Campaign Destroys 
Company/Industry for Financial Gain

The Blockchain will be cracked

AI powered bots adapt and evolve to commi
cybercrimes without human intervention

Digital Forensic Anthropology is a Gig

#HowOld?

Snapchat

Uber

Twitter

Facebook

Google
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#HowOld?

7 Snapchat

9 Uber

12 Twitter

14 Facebook

20 Google

Because hackers going to hack

Because hackers going to hack
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Because hackers going to hack

Images:  Bagram photo:  U.S. Air Forces Central Command website.  
The other pictures were collected & anonymized during a geofencing exercise.
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Because hackers going to hack

Images:  Bagram photo:  U.S. Air Forces Central Command website.  
The other pictures were collected & anonymized during a geofencing exercise.

#NewHackingDomains

We have been so focused on 
protecting servers, data, the 
cloud or an IoT device… 

And the game changed on us 
while we were busy securing 

components

#OSINTTheHuman

Source:  CBS Hunted
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#OSINTTheHuman

Source:  CBS Hunted

#OSINTTheHuman

Source:  CBS Hunted

Image:  http://justinsnerdystuff.blogspot.com

#ResetSecurity
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Image: Official White House Photo by Samantha Appleton

#LessonsLearned

Targeted Collection
#HackersGonnaHack #SayNo2FreeWifi

Targeted Collection
#HackersGonnaHack #SayNo2FreeWifi
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stocksnap.io image by Olu Eletu

#Top2

#Practice Digital Disaster

#CrisisPRPlan

#Top2

#Practice Digital Disaster

#CrisisPRPlan

#We’veGotThis

stocksnap.io image by Olu Eletu

ISACA – currently 2 million 
shortage
Cybersecurity Ventures – it’ll 
grow to 3.5 million shortage 2021

ISACA – currently 2 million 
shortage
Cybersecurity Ventures – it’ll 
grow to 3.5 million shortage 2021

#We’veGotThis

• Admit All Security is 
Defeatable

• Segement Everything

• Plan Ahead

#Top3Actions
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(1)  Hidden & segmented WiFi

(2)  Foreign Travel preparation

(3)  Go To Tools: VPN, Password Vault + Physical Key, 

Encryption platforms (text/phone), & Encrypted email 

(4)  Segregated email addresses

(5)  Don’t give out actual cell to online platforms

5 Favorite Safety Tips

Image:  CBS Hunted

#HuntedTips

watchmen@fortalicesolutions.com

@TrackerPayton

Fortalice-LLC

877.487.8160

#STICKTOGETHER

Helpful Business & Personal Security Tips:
Bonus@FortaliceSolutions.com

#URNotAlone
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